
WHAT IS COS	O

A NEXT GENERATION CYBER THREAT
INTELLIGENCE PLATFOR� B�ILT
�ITH THE CYBER PLANNER IN �IN��

COSMO is an end-to-end threat intelligence platform created to provide cyber planners with
detailed information on cyber threats and comparing that to their current network security
posture. COSMO does this by utilizing industry standards such asMITR! "TT#C$ and STI% to
identify a threat with as much detail as possible. &arious Threat Intelligence feeds are
aggregated into COSMO allowing a single location to view threat information fromany threat
intelligencesource theuser chooses to subscribe to. This informationallowsacyberplanner
to takeall the informationabout thethreatandcreatemitigationtechni'uesontheirnetwork
topreventapotential attackor stoponecurrently inprogress.
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COSMO(s "rti)cial Intelligence and Machine *earning 'uickly assists with the characterization of a threat by providing
the best courses of actions while also providing risk assessments and predicting possible future attacks. COSMO
provides all of the collected and assessed threat information in the formof a live playbookwhich can be shared. "s an
easy-to-use end-to end solution+ COSMO also provides common operating dashboards which can be shared
throughout an enterprise environment. "dditional functions built into the dashboard allow users to collaborate and
task each other with actions or research needed to defend their networks.



CASE STUDY

HOW COSMO COULD HAVE HELPED!

SOLAR WINDS HACK: At the end of 2020, the biggest news in the Cyber World
was the Solar Winds ha!" where Nation State A!tors gained a!!ess to networ"s,
syste#s, and data of tho$sands of SolarWinds !$sto#ers% O&er '0,000
!$sto#ers $tili(ed Solar Wind)s *Orion* Networ" +anage#ent tool% ,his
allowed ,hreat A!tors to le&erage a ba!"door to deli&er #alware thro$gh an
$-date to Orion% .nfort$nately #ost of the #alware on -artners syste#s s$!h
as /ire0ye, +i!rosoft, Intel, Cis!o and Deloitte were dis!o&ered too late%
S-e!ifi!ally, +i!rosoft)s own syste# was being $sed to f$rther the atta!"% 0&en
with a *Kill Swit!h* in -la!e de&elo-ed by the -artner !o#-anies, the ,hreat
A!tors showed !ontin$ed -ersisten!e with the ha!"%

In the scenario provided, there were known Nation State Threat
Actors that utilized malware to disrupt operations and steal data
from Solar Wind's customers. There was also a long timeline of
eventsthathastakenDoDandDHSmonthstodeterminethee!tent
of damage to their c"#er mission partners. $%S&%'s Arti'cial
Intelligence and &achine (earning could have helped in detecting
variations of malware earl", predicting a threat actors persistence
#" identif"ing their TT)s, and predict critical infrastructure
vulnera#le to persistent attacks, and create a course of action for
c"#er planners on how to com#at the threat earl" to disrupt their
operation. $%S&% provides this information within seconds to
ena#le a $"#er )lanner to react *uickl" to identif" gaps in securit"
controls along with providing solutions to %ffensive and Defensive
$"#erTeams.
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THE 5 STEP PRO	ESS

�

THREAT INGESTION
Use custom APIs from your favorite intelligence feeds,
network scans, sensor logs & data, and upload custom
threat intelligence documents such as emails, pdf, etc.

IDENTIFY AND CHARACTERIZE
Identify and profile threats easily using MITR! ATT&"#
framework, $TI% II o&'ect characteri(ation, custom onsite
I)"s, and Threat Actors targeted &y your organi(ation.

ANALYZE
Analy(e and conte*tuali(e I)"s, Malware, Threat Actors, Threat
+ectors, and Risk Assessments. "reate live cy&er play&ooks
detailed with information on the threat and its campaigns along
with receiving rapid response options or courses of action.

�ITIGATE
"reatecommonoperatingdash&oards thatcan&esharedenterprise
wide. Use &uilt,in tasking and colla&oration capa&ilities to share live
play&ook information to any user in your organi(ation for corrective
actionorresearch.

�REDICT� �ROTECT� RESILIENCY
Allow ")$M)-s proprietary AI and Machine .earning engine to continuously
monitor your organi(ation-s cy&ersecurity program &y utili(ing the /I$T
"y&ersecurity 0ramework model to determine your organi(ational 122,34
Rev 3 compliance in relation to security controls and overall security
readiness. ")$M)5s continuous monitoring process allows for discovery of
potential future attacks.
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THE COSMO F	CTO

Most Cyber Threat Intelligence Platforms carry a few functions that
identify and characterize cyber threats; however, they do not function as
an end-to-end solution providing Cyber Planners with the flexible
response options or recommended follow up actions once the cyber
threats are characterized!

"or example, Cyber Planning throughout the #o# consist of manual
documentation of cyber threats! The use of paper flow charts to determine
what type of threat is occurring mixed with the excessive collaboration
through email, phone, and numerous meetings continues to prevent the
#efensive and $ffensive Cyber $perators from receiving information in a
timely manner! This leads to lengthy incident response times!

C$%M$ provides that end-to-end solution that allows a cyber planner to reduce
their response time of collecting threat intelligence all the way to mitigation and
protection! C$%M$ compiles threat information in the form of easy to understand
live playboo&s with information such as I$Cs, Threat Characteristics, TTPs,
Campaigns, and &nownmitigations! This information is easy to share through the
use of C$%M$s collaboration tools and live playboo& sharing capability! C$%M$
users receive detailed reports on the threat in the form of a Threat %ummary along
with 'apid 'esponse $ptions or Courses of (ction! (s an added bonus, C$%M$)s (I
and Machine *earning leverages the +I%T Cybersecurity "ramewor& to learn and
provide a snapshot of security control gaps throughout your enterprise!
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CONTINUOUS MONITO	IN
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COSMO'S Artificial Intelligence mixed with Cyber Security Management
provides planners and analyst with a detailed report of gaps in security
controls and IAVM compliance.
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